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Windows Process Genealogy
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System
1 @ boot

smss.exe
1 @ boot for master
+ 1/ session @ varies

csrss.exel e winlogon.exe?

2 @ boot 1 @ boot
+ 1/ session @ varies + 1/ session @ varies

services.exe Isaiso.exe? Isass.exe userinit.exe
1 @ boot 0/1 @ boot 1 @ boot spawns explorer.exe & exits

explorer.exe?

1 @ first interactive logon
+ 1/ interactively logged-on user

svchost.exe
many @ boot

runtimebroker.exe taskhostw.exe
21 @ varies 21 @ varies

Note: Registry and MemCompression, used for registry hive
management and memory optimization respectively, are also child
processes of System. Expect one of each at boot.

1 Created by an instance of smss.exe that exits, so analysis tools
usually do not provide the parent process name.

2 Created by an instance of userinit.exe that exits, so analysis tools
usually do not provide the parent process name.

3 Present only when Credential Guard is enabled. Functionality of
Isass.exe is split between itself and this process.
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